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22 Decomber 1948

1EORANDUM TC THE DIRECTOR

Subject: Communications Support

I. INTRODUCTION

for 0S80 Future Drogram

T A N A g L

4. The Comwnunications Division has nade a review of its present

position and assessed its requirenments as a re

o

sult of a tabulation

of 030 operational commitments, present, pending end future as out-
1ined in COPS memorandum of & November 1948 (Attachment A

B. It must be understood that the,developméht of 0SO operations
is directly dependent upom the adequate functioning of the Communica-
tions Division, Therefore, & thorough re-oxemination of the Communi=-
cations T/0 and facilities is essential at this time.

C, Section II which follows 1ists considerations essential to
providing satisfactory communications to intelligence operabtions,
Sections III, IV, and V outline a progranm together with personnel
and equipment requirements to meet present, pending and future

commitiments. In considering personnel figures

given, it should

be noted that supply comsiderations have been completely omitted.

D. The following program is recommended for your close study

and early approval.

%, As the first siep in implementing this program, pending
formulation of & revised T/0, it is recomuended that approval
be granted to recrult personnel to bring the Communications Divi-
sion to the full strength of its T/O of 402 personnel previously
authorized, These positions can be recruited against immediately,
since jobs have been esteblished on this T/0 with the Civil Service
Commission, This will permit the quickest possible action towards

nmeeting requirements as outlined.
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SECTION II. SITUATION

A. PRUSENT STATUS OF THE COMMUNICATIONS DIVISION

The Communications Division is now actively serving all offices of
CI4, but is operating under a teble of orgenization cut back from that
reprosented by the approved jobs. This table of organization has never
been filled by personnel actuelly on duty, and for some months, the total
number of persomnel has been steadily decreasinge For example, in July
1648, there were 251 people on duty as compared to 224 on duty at this
time, with an authorized teble of organization of 314 slots, departmental
and overseas. The present table of organization, in certain key functions,
fails to meet the situation which has arisen due to the ever increasing
demands of 0SO as well as the expanding requirements made of the Division
by other offices in CIA. As & result, the Division is not uble to meet
the demands now being made on it. Some existing commitments are not
being met adequately eand some few are not being met at all. As a con-

_sequence, it aas been necessary: 4

1, To close or suspend the operation of certasin radio stations

2. To allow the cormunications complement[::::::::::]to decline.
of nine radiomen on the table of organization, seven are on

duty, but six of these are due to retwrm to the T, S. in the
summer of 1949 and thers is only one repla coment in sight.

3. To permit the persormel on duby in the Far East to remain
inadequate,

4o To avoid all commitments for TDY on the part of communications
' officers in the

Far Easto.

5. To suspend field inspection and coordination trips on the
part of crypto control, radio, and engineering officers.,

8. To assign additional duties and responsibilities to gbaff
officers to such an extent that it is phjs1ca11y impossible
for them to handle the increasad work.

7. To greatly reduce the educational briefing program for 0S50
operational personnel who are not normelly scheduled for
the regular communications training courses, but who should
have an understanding of covert communications problems and
methodse.

8., To reduce the liaison functioms with State, Army, and Navy
Departments on crypto and electronic developments and with

the Research and Development Board on sl ectronio developmente
v / "’":

’
s
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9, To reduce the crypto development program to the barest
minimum, '

10, To undertake only the highest priority projects for
deveolopmsnt of elesctronic apparatuse

1l. To greatly reduce any extensive future planning in all
fields of communications including dlszster planning, etcs

12. To suspend entirely the cdllection of electrical and commu~
. nications date needed for the mounting of covert opersations.

B. PRESENT COIMITMNENIS:

1, Commitments to 0SQ: The commitment to 080 includes serving over
separate 0S0 staff crypto links of all degrees of communications
covere This involvaes the processing of over lof crypto
traffic a month, In addition there are functions involving electroniec
and eryptographic assistance for activities not closely connscted with
normal 0SO operations. Major items in this category are the continvation
of the Latin American and Middle Eastern radio nets.

2. 8Services to CIA, NON=0OSQ Offices:

as Thne cormitment of the Communications Division to OQ/C involves

the establishment, mainbtenance, and control of cryptographic

commumications foﬂ::::::::]proposed oo/b domestic stations,

of which are now in operatione. This comnitment neces-

sitates arranging for traffic routing, installation, enginesr-

ing, end maintenance of equipment, provision of secure cerypto=-

graphic devices and systems, the training of OQ/C personmnel

in oryptography snd communiceations security, and the security
o control of all cryptographic traffic exchanged on OQ/C crypto
TR graphic links. .

be The present commitment to 00/FBIB, which includes general
engineering, consultation, speciel leboratory projects, and
the ilnstallation, engineering end maintenance of equipment,
plus agsistance in traffic routing, is expected to be
increased. A memorandum is now being prepared for submission
to the Director for approval which requests establishing
cryptographic communications between FBIB end their eight
field offices. This will necessitate the provision of
cryptographic systems and new instructional documents for
thelr operation, plus the training of FBIB field personnel

in cryptography snd cormunications security., This training
program for FBIB will require considerable time because of

¥ "'
o
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the geography involved and the fact that the persommel to
be trained in most cases are already in the field. The
provision of the cryptographic communications will also
necessitate new arrengements for the routing of the
cryptographic traffic, tho installation, maintenance of
cryptographic devices and equipment, and the security
control of all the cryptographic traffic. It will also in-
¢rease the work of the Washington Signal Center.

c. The commltment to the Director and the Director's
Staff for domestic Inter-0ffice and Inter-Agency communi-
cations has expanded and now involves six local cryptogra=-
"phic links with approximately three more anticipated
within the next six months. In conjunction with this

is the provision of cryptographic systens, installations,
engineering snd maintenence of equipment, and the train-
ing of personnel to operate the systems and devices.

ds The commitment to Personnel,Supply, etc. for handling
all domestic plain text tels grams.

8s The commltments to be made to OPC are still in the
planning stages, snd will be the subject of a subsequent
memorandume. It is known thet they will call for addiibnal
training facilities in radilo, cryptography, and sound end
surveillence, end additional signal center services to an
axtent as yet unknown. Cortain services have alroady been
provided such as the[::::::]Project which requires engineer-
ing services, and the Washington Signal Centerles also besn
providing OPC with limited services.

CONDITIONS

Special Conditions: From the Communicetions point of view, all

operational plans present ssveral special circumstances requiring special
provisions:

2. The areas of activity are widely scattered and nationali-
ties and languasges are numerous and the adjacent safe arecas
are both scattered and uncertain. It is clear, therefors,
that communications will be called upons

(1) To provide a reglatively large number of bases in
scabtered, and not altogether predictable locations. .
To meet this demand, it 1s proposed ascsoon as per=
gonnel becomes availsble to initiate a combined
program of best guesses on safs areas for bases plus
airborne bases aveilable for unpredictable locationse

e
‘v
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(2) To provide about four standard types of radio

stations, rangi A
25X1 larpe and secure
25X1 \ ) or small staff station, up to
25X1 a type suitable for| = |controlled base.

(3) To provide an unusually extensive net for staff
communicatians.

(4) To provide a large volume of cryptographic systems,
sorie suitable for staff camunications end others of a
highly specialized nature which will be sppropriate for
the many different types of operations and which can be
securely issued to either controlled or non-controlled
groups. These special systems and their related opera-
ting instructions must be hand-tailored.to meet the
security requirements of each:particular operation end
mist be translated into eppropriate lenguages, with
langusge Conversion Tebles prepared when necessary.

(5) To ley on the groundwork for possible manufacture
of cryptogrephic material if present sources of supply
are cut offs

25X1

(7) To develop and produce new techniques and equipment
for sound surveillance purposes, including sound sur-
veillance counter measures which would deteect or render
ineffectual foreign plants,

(8) To develop special electronic equipment which would
.be applicable to highly special needs for which i%
would be used in either agent or staff communications.

25X1

’ X

Ia-
‘wa*sw L 2 vu:i.. L
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be The distances over which clandestine communications will be
naintained will normally be at least twice the distances handled
vy agent type equipment in VWorld Var II. We must, therefore;,
design new squipments This condition has been anticipated and
a2t least 25% of the desipgns have been completed and some of

the new units are in production.

Ce Very large proportions of the proposed circults are to be

activated only after en indefinite period of time and many are
ibo be operated by opsrators who carnot be directly trained by

e

- us and often not even briefed directly. These factors add

enormously to both the importance of training, briefing, and
coordination snd the difficulty of these activitiss. No steps
have so far been teken to meset this situation. :

2. Factors Governing Establishment of Intelligence Communications:

4
a. Each radio station must be fully staffed not only by a sufficiaat
number of radio operator-techniciansg who can cover all circuits md
contacts, including emergency schedules, but by a sufficient number
of maintenence psrsonnsl.

b, Sufficient electronic equipment must be stock-piled to be reedily
available for transport to all radio stations. This includes spare
parts, equipment, and accessories (the latter being the most essen-
tial and most labor consuming), as well as complete sets of all
items, '

ce All electronic equipment that is received must be thoroughly
tegted, and modified when necessary, so that 1t will adequately
meot the specific needs and conditions under which it will be
issued and used.

ds The time required for the training of radio operator-technicians
for staff commmications work is an important factor. Experienced
and competent amateur radio omrators can be trained on an average
of from six months to one year. Former military and commercial
operators require more training, while a raw recruit with no ex~
perience but with the proper apbtitude will require ome to two
years of training, usually for sscurity reasons, in segregated
croups. After school traeining is completed, on=the-job training
up to one year is necessary before the operator can handle his

own station. After a radio operator has received full training
and geveral months practical experience, it will require approx-
imately two months for him to become familiar with the basie

type signal plans employed for the various projects.

-
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£. To develop and test a secure cryptographic system suitable
for. egent use requires an average of six months of work by &

staff of crypbographers and crypto aides. After such a system
has been thorouzhly tested and found suitable for issue, complete
instructions for its basic operation must be written. Before a
system is assigned for use, & specific communications plan giving
detailed instructions to meke the system adaptable to & specific
operation, must be prepared. The writing and testing of these
related instructions reqiire the services of cryptographic control
officers and aides who are familiar with the specific operation for
which it is to be ismued.

he All crypbo traffic Tor both staff ond agent commnications
must be analyzed to prevent any violations and stereotypes which

" night compromise or endanger a particulsr operation or the over-
all cryptographic security or traffic pattern. Due to the many
different types of communications cover pleams for staff communi-
cations and the various types of ccmmmnications plans for agent
communications, a sufficient staff of cryptographic control
officers must be available to handle the analysis.

25X1

"@./WW“‘E‘_; J
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ks A large stockpile of cryptopgraphic systems and related
instructions must be readily available for issue. Further,
cryptographic materisl must bestored in safe locations where
it will be readily accesgsible for issue in the event of an
emergency or sudden.activation of either agent or staff com-
runications. An exact copy (reserve) of all material held by
the field must be stored at headquarters or elsewhere so that
it can be quickly transferred to a new base if the base is |
forced for security reasons to destroy their original copies,

le In the cryptographic treining of personnel who will work
with agent systems, the amount of time required is dependent
upon the aptitude of the persommel and on the complexities of
the oryptographic patterns of the cormunications plen which is
being useds 4ll sgent instruection or instruction of personnel
who will operate the base end of an agent circuit must be given
individually. Each requires the full-time services of a crypto=
graphic instructor for a period of from four to twelve weekse
"us To train sn indivicdual to hendle staff cryptographic commmunie
cations requires approximately four to eight weeks. For security
reasong, this training must, in most cases, be given individually
as the cryptographic pattern and the system is dependent on the
particular operation. -Personnel of one CIA office must, in
general, be trained separately from personnel tre ned for an-
cther office, both for security reasons and differences in
basic procedures.

ne It remires approximately 15 months before an inexperienced
code clerk can actually becoms competent in all hendling of
signal center activities. By "competent™ is meant a thorough
knowledge of procedures and agctivities plus the ability to
operats complex systems accurately with a high degree of speode

‘-a
§
&wﬂn; Ead
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The average number of groups of cipher traffic which can be pro-
cessed by a code clerk during an eight-hour shift is 1,000 to 1,700
for headquarters, large base instelletion, and from 1,800 to 2,000
for a smell overseas installetion. The average for the larger signal
centers is lower because of the many different systems usually used
by the signel center end time required to verify details pertaining
to the circuit to avoid inadvertent compromise of the installstlon.
It is possible for sn outstending code clerk to process 2,500 to
3,000 groups but it is not possible for him to keep up the pace for
a long period of time. To operate a twenty-four hour shift in a
31onal center requires a minimum of four code clerks for each
position.

0, Different handling and processing arrangemenﬁs must be made in
signal centers to segregate staff ccmmunicatlons traffic' from agent
comminications traffic. '
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The proposed Communications Division Program for meeting 080
requirenents appears in more detail in a Practical Calendar in
Section VII. In brief, it is to meet the "Immediate™ demands of
0S50 by June, 1950 on a skeleton basis, and to £ill out this skelston
to a point of safety by Jenuary 1952, while elso laying the ground~
work for meeting the "Pending'" and "Future™ needs of 0S0 by January
1952,

To do this,prenarations chould be instituted to preserve cipner
securlty comtirol, signal center service, equipment development, and
radio coordination over the expanding work locad, while enlarging the
radio facilities by strengthening the present base, and by &
ring of radio stations around the Mediterranean and |

to replace the base in cagse of evacuatis | and ine

~stituting coordinating (i.e. planning and orgenizing) missions, plus

treining missions where requiréd, in

lalso to give such support and provide such

fecilitiscs in the Tar Eest as that very fluid theater may demand
at such time as any persomnel is avallable for it.

£ Ay i w?

‘) “,zf.. ey
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IV, TERSONNEL REQUIRESENTS

8T IR DIATE

3

1

.
-

Fersonnel Selection

Selection of swecialized radio personnel for the
Communications Division is an unusual problem in that Com-
munications demands special qualifications of its radio nerson-
nel over and avove the usual qualifications for radio operators
end tecnnicians, In addition, there secems to be no concen=
trated source of this type of personuel in the U. S., the
sources being scattered im small groups in out-of-the way
towns and cities. These facts necessitate a tremendous effort
to be made in locating the personnel suiteble for assignment
to a Communications slot,

Required for Personnel Selection: .

" Add'1.%o. Present
Required /0

Officers 3 (none )
Secretary 1 (none )

This includes one cfficer in charge who will be totally
responsible for dewv-lorment of methods of sclection, policies
concerning the technical selection of men, placement of person-
nel procured, reassignment of ovérseas returances, periodic
determination of future requirements, end maintenance of
proper liaison with the Personnel Divisicn through the correct
channels,

The other two officers will assist the officer in charge
of Personnel Selection in carrying out his responsibilities
plus assuming the larger part of the travel involved in
seclection of personnel, i.e., technical interviews and adminis-
tration of examinations. '

The secretary must be an efficient clerk-stenographer with
additional administrative capabilities enabling her to have
a firm grasp of the Personnel Selection situation in the
absence of all of the above officers.

3. DIOEDIATE (1949)

25X1 1, Basc Station

25X1 To provide base with personnel to operats 4
: positions for one shift, 2 positions for ome additional

P
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shift, and one position for a third shift, and with
roceiver maintenance and transmitter maintenance.

Add 'l “No. Present
Required  T/0

Operator Technicians 15 * (8 plus
' 6 blecked)
Teletype Operators 4 (nione)

Stationed at radio station.
To operate teletyps at radio
stations which entails handling
25X1 traffidg
25X1 ‘ At least one operator will
be on duty on each of two shifts
soven days a week, Radio operator
doubles as teletype ooerabor on one
shifte 1

Code Teletyve rator 4 (1s)”
25X1 -~ Stationed To handle

increase in administrative and

25X1 intelligence traffic at.

25¥X1 resulting from| | In
addition, to absorb normal staff
traffic which has béden on the increase
and will continue to rise.

25X1
25X1 3, Training, Briefing end Coordination at[::::::]Base
25X1 . : .

. is now atteupting to train agent operators

at rate of about two a week, and falling short of demand.
In addition there is crypto training for personnel
not requiring radio training. Security and geography

# Pigure based on 40 hour normel work week, but with no formal
allowance for sick and arpuel.-leavo, Contlnued smergency

would reau;re increased pirscrmel, ¢ e

M’ gtz ¥
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A 4 3 A 4
25X1 reguire 1 schooll  |and 2 schools‘
25X1 ! | |{now in operation or being established).
: Add'l Ko, Fresent
Reouired T/0
| Xadio Training Officer 1 (none)
25X1 ‘ ‘
| Radio Training COfficers 2 (nione ) .
25X1 : ‘
' Briefing & Coordinatirp Officer, Radio 1 (none )
25X1
i Crypto Officer . ; 1 (1)
i Covers all three schools and all
| briefing end coordination delegating
what duties he can to radio officer.
Crypto Officer 1 (none)
S nEe Anaglysis and crypto plans, Stationed
25X1 e
Aide, Crypto, Distribution Clerk 1 (none)
25X1 | |
Aide, Crypto, Distribution Clerk (Steno) 1 (none )
251 | |
25X1

/

i L
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Add 1 Yo, Present
Required T/O
Technician 1 (none )
To essist above, but chiefly to
install and maintain sound and sur-
veillance equipiment in all four
countries,
Crypto Officer 1 (none )

To cover all four countries for
crypto plans, training, control,
security, snd briefing, delegating
routine duties to radio olficer where
possibles '

llain

Base

it t
that
rath
e d

-

his base is to be ready for an unexpected energency,
is, able to meet an emergency in two to six weeks
er than six to eighteen months, the following must

one nows: "

(a) Fully instell all equipment with antennas,
power lines, and keying lines.

b Test same mechenically and electrically.
v ¥

(¢) Test radio functioning of station initially
to determine noise levels and peculiarities of
reception and transmission, such tests requiring
12 months for completion under a&ll seasonal
conditions., 4 ‘

(d) Test station once eamch week to check electrical
and mechanical maintenance,

() Provide for service (and limited commend ) ciphers,
and for securs storage of agent ciphers,

(£) set up a technical radio commend so that in
effect radiol | plens to be operated into
this base are prepared and authorized only by this
base., This means that the officer in charge of the
‘ ‘base is in euthority over the signal
planning in Europe, especlally during the period
before his base is activated., This can probably

best be accomplished iuitially by meking Radio Officer,

Sanitized Copy Approved for Release 2010/02/22 : CIA-RD‘E’8Z-00499R000700090005-6



o pemew v

. Sénitized Copy Approved for Release 2010/02/22 : CIA-RDP84-00499R000700090005-6

V Wi s e TR L V
“5m
25X1 . lcoof| |base, and séending
25X1 nis deputy physically to| | As soon

28 an oificer can be made available, the center

of control should be transferred to Washington,

It would be disastrous to put the coordination of
all Furopean signal plans upon a Washington officer
who has any other duties whaisoever, The off'icer
in charge wherever stationed, must be strictly a
field officer, not involved in Washington adminis-
tration,

25X1 e ?o\accomplish the testing and maintenance of[::::::]

25X1 base (excluding construction): © add'l yo. Present
Required T/0
. Radio Officer ‘ 1 (none)
25X1 Deputy to [::::::::::}emporarily;
Operator Technicians L 11 * (none}

To maintain trapsmitters and receivers
end run one position tests at all periods
of day and year.

Crypto Aide 1 (none )
To act as seocurity custodian of stored
ciphers and to maintain limited Signal
Center ssrvice. :

Activation of this base for an emergency is cared for
radio~wise by the presently allocated pool of operator-
technicians if this pool is filled with men actually on
duty and engaged in advenced training; and the existing
Signal Center T/0, when filled, can absorb an immediate
CIMBT ZENnCY e

Cryptographic Control, Planning, and Security Problems

will at the moment of an emergency be extremely acute

and there is no extant margin of personnel. Therefore,

the Washington staff should be increased by the following,
specifically earmarked for an emergency, and to be trans-
ferred uvon en emergency to whatever headquarters are served

25X1 by the | base:
Crypto Control Officers | 3 (none )
Crypto Security Aide 1 (none )

_ % Subject to revision based on actual physical, geographical, and

: security conditions, No provision hes been made for personnel
25X1 for If conditions permit maximum
efficiency. et Iirst base, & small crew can be detached for

25X1

Rt W“‘"f‘h e :4
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6. Far Dast

Situation so fluid thet analysis must differ from other

sections of this revort, See Attachment :De

Addl Ko, Present
Required T/0

25X1

Teeded most immediately
to salvage maximumof present operation:
Operator Techniciaus 7 (7)
Crypto Control Officer 1 (none ;”
Crypto Alde 1 (none)
Telotype Operators 3 . (none)
Code Clerks 3 {none)
25X1 _ Needed inmediately |
Radio Officer 1 (none)
25X1 Ass't Redio officen | 1 (none )
' Crypto Control Offlcer . ’ 1 (none)
Crypto Aide 1 (none }
Code Clerk 1 (4)
: R Operator Technicians 3 (none)
25X1 Needed 1mmea;atcly‘ ‘ _
Crypto Officer v 1 (none)
25X1 Needed 1mmea1ately‘ ‘
' ) Radio Officer 1 (none)
Code Clerk 1 (1)
Operator Technician 1 (1)
7. Middle Rast ("MECA"™)
25X1 Reor1entqt10n[:::::::::jw1ll require some additionel
personnel because a saving 1s now effected by having
25X1 the base at a heavy traffic stutloﬂ[:::::::fj Also
the present serious need for a deputy to the Radlo
officer will become acute at the time of a transfer
of the base.
Radio Officer 1 (1)
Deputy to OIC HECA
Operator Technicians 9 {10 plus 2
Needed, in excess of what personnel can blocked for
25X1 , be transferred from Teheran, to operate [ hich
: and maintein transmitters and receivers, should be
: transferred -
25X1 : | -
~ Clerk 1 (1)

TOTAL ADDITIONAL OVERSEAS STOTS TO BE FILLED IN 1949: 92
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3. Sashington Departmental

See A zbove for personnsl sqlection. Quantities

repoated here:

Officers
Clerk

Needed at once to establish broadcast trens-
mitter program, specifically to process and
control protective traffic (trensmitter to
remsin on eir 8 hours per day):

Traffic Protective Officers -
Crypto Aides
Noeded et once for a1l types radio treining,
i.c. basic (uncleared), advenced, and intel=-
ligence, covert, surveillance, and sound:

Redio Training Officers
Radio Treining Technician

For planning and administration of radio nets:

gfficers
This frees a training slot, now
occupied by an officer occupied
inw net administration end mein-
tenance

Technicians
Assisting ebove officer

wixed Station Engineering

Plenning Engineers
Accelerate planning U. S. base
stotion, survey end plen all new
overseas stetions and flying
bases (plans must be completed
for eight base stations im-
mediately whether or not it
develops that it is necessary
to build all of these

Secfefarynsteno

(\“ e }"7? TR - o PR
IR L A PR

€ Eomts § Sisiem 8

Add'). Yo. FPresent
Required T/0
3 (none)
1. (rone)
2 (none)
4 (nons)
6 (2)
1 (1)
1 (2)
2 {rone)
5 (2 + 2 blocked,

(1)
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Inspection Unit

Besides the routine inspection of received equipment-
to insure thet it meets contract terms in quality,
quantity, and specifications; the inspection of
covert equipment, much of which cannot be supple-
mented, and of unit stetions packaged for immediate
emergency use, requires the most painstaking and
slkillful inspectione. This is far more exacting

work then eny corresponding work in the Navy, Army,
or Alr Corps, because of the enormously greater
variety-to-quantity ratio , and the great number

of irregular or "tailor-made™ shipments: Add'l. No. Present
 Required T/0
Radio Engineers ' 3 (2)
Engineering Aldes ' . ; 6 (3)
Clerk-Typist X ' o 1 (none)

Base Installeticn and Maintenance

Implemontation of construction according to plans,
end engineering responsibitity for all major and
general meintenence, and for test operation. Three
such construction and meintenance crews required. -
(One crew allocated on present T/O):

Radio Engineers 12 (5)
BEngineering Aides - 2 (2)
Diesel Enginsers 2 (1)

Dévelopment Tnlt

Qutstending urgencies are design, supervisica of
production of 15 special radio units for agent
use and snall base station use, all for peculiar
CIA functions for which no military or commercial
equipment existse This work is underwsy, designs
having been completed on 4 of the 15 units, but
the program must be accelerated:

Radio Engineers 2 (9)

Engineering Draftsmen , 2 (1)

Administrative Assistant , 1)

Clerk (1 blocked) -
AR S

Ly PR x':

SN N o
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AdGPL Mo, Present
Required T/O

Tire end Cryptographic Machines

Present personnel fully cccupied in meeting
general CIA requirements. Needed for pre-
paration and shipment of wire and crypto
devices overssas for new 0S0 requirements:

nginsers
Engineering Aides
Clerk (1)

[ ol
Pan]
»
-

office of Chief, Engineering Section

Engineers ‘ (2)
Secretary (1)

Cryphbography - Development of Cryptographic Systems

Required for development and tegsting of new
systems and adsptation for miscelleneous foreign
lenguszese. Requires detailed working with lin-
guists to insure systems will meet requirements
of language and exhaustive study of proposed
system to determine and eliminate weaknesses,
and possible points of enemy attacks Closely
coordinated with Army Security Agency:

officers 2 (none)
Aides , l (none)

Traffic and Physical Security Group

Required to insure communicetions security of
expanding CIA electrical communications:

officers 2 (6)
Aldes 1

Crypto Materiel, Traffic, end Facilities

Reguir. +to meet ever increasing cryptographic
needs of CIA:

Oofficer : 1 (none)
Aldes 5 (7)

Instructicn

Essential to train increasing personnel:

Officers _ 3 (4)
Alde 1
TOTAL ADDITIONAL DEPARTMENTAL e 75

PR R , vy
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C. PLRSONNEL 1950~1951

The 1949 Persomnel Program calis for buiiding up the present[::::::::]
base snd for a skeleton crew at one emergency base outside the Turopean
danger zone. 1t makes no p;ovision for any of the other three stations

wiaich wo snould heve in the| 1t 25X 1
calls for a movement of the from politically insecure 55X 1
| but meles no provision for putting the ey

ek in shape to meet any emergency. It provides only for wne iuzvraz
Coorcinating end training steps in unoccupied Western Europe. It makes
psrovision only for the salvage and reorientation of existing Far TFastern
operations plus a token recogniticn of the new demands\
but mokes no provision for building up a sound Far Eastern Communications
System. Inm short, it partially meets the demands represented as "Immediate™
in the COPS memorandum of 8 November 1948, and ignores the COPS needs listed
as "“Pending"” end "Future'. Therefore, in 1950-1951, we need:
’ : Add 'l No. Present -
1, To put Middle Eastern Net on an' esmergency beasis , Required T/0
with possible g4-hour service from the base S
station, end relief operators for out stations:

Operator Technicians 11 (none)

Crypto Alde 1 (none)
Ze Base

Radio Officer 1 (none)

Crypto Cfficer 1 (none)

These officers willbe needed both in Burope and Africa
as orgenizers and in Washington as training officers.

~ Before an emergency occurs, they would be used where

. most gravely needed. Upon ananergency, the Radio
officer would either teke commend of the radio station
| lor relieve a Buropean radio dfficex
who would take that commend. The crypto officer
would be stationed at the headquarters serviced by
the | radio basee

% Radlo Pool

Eech completely trained CIA radio operator-technicisn
has skills covering the equivalent of six military
classifications:

hizh speed menusal operator

nigh speed machine operator

redio maintenance

TTY and RTTY meintenance ,

hizh speed cryptography, and slso when possible,
special cryptography ‘

(8) gosoline and Diesel engine maintenance.’

Lot Wame "V Cogie Togin ¥
[$; BRSNS R VIR ol
N N N S N’

-

el e JE T
[ A R ]
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In addition to this, those showing aptitude are given
specisl courses in radio intelligence, and in general
intelligence and administratiom. In practice, 1t is im-
possible to find men with more then two to four of these
crills. Therefore, completely treined men are rare, and
nearly every employee needs from six months to two years
additionel training.

% pool of proven trustworthy end able personnel can
accomplish the double purpose of an advanced training
school and a safety supply for an emergency. [herefore,
it is proposed, insofar as possible, to keep all emergency
bases dovir to the lowest possible skeleton staffs, and to
back them up by the personnel in the Pool or advanced
training schools '

Technical considerations call for a total of five
bases on the periphera of Europs, ard political and
strategic considerations for two additional large bases
so packaged or mounted as to be immediately transportable,
with personnel, by air and put into immediate operation.
0f these seven, two are accounted for under\ \
end the provisions for the main| base.
Gounbing on some one of the remeining bases not being
sctivated, we need to provide personnel for four addi=
tional bases. Counting e skeleton crew at the fixed
bases as 11 and for the flying bases as 10, we arrive at:

25X1

Add "1 -No, Present

Required T/0
Pool
Operator Technicians for skeleton
crows Bt 4 bases on periphera of
Europe 42 (25)

Jotes TFor s measuring stick, an Army or Navy 7/0
for @ Bese station of the kind we plan for| |
would be between 80 snd 120 operators and techniclans,
or an overall total of between 560 and 840 against our
108 for soven stations. We have reduced our figure by
the following processos: '

{; Aassuming & top T/0 for each large station of
42 carefully selected men who do double or treble
duties, such as trebling on recelver-maintenance,
transmitter-maintenance, and engine maintenance.

(2) Assuming a transfer of some of the 29 assigned
to|  |base, end in dire emorgency, a trans-
fer from South Americae.

Y W

& -
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(3) Assuming that some of these stations will remain
small, and that not more than one will reach full size
prior to the efiectiveness of an emergency (wartime)
rocrulting program.

(4) Assuming that, if it is possible %o build all
five fixed stations, at least one of the air-trans-
portable stations will not be needed at the outset
of an emergencys

(5) Assunming en carly, heavy mortality of stey=
behind operations which will reduce the load before
the increase due to & state of war has become seVeIros

(6) Asswzing an end to the 40 hour weck restriction
upon the begimning of an emergency. .

Signal Center Reserves

The Signel Center 1s slightly mors easily stockod in an
emergency. Therefore, it calls for a pool consisting
of two groups specifically earmarked for e ach of two

of the seven possible bases, and mekes provision for
either of these bases becoming very large, for the
other five bases, and for other unforscen contingen—

RDP84-00499R000700090005-6

Present

/0

cies, with a third, or unspecified pools AddYcUo.
Required
Main| | Base
Signal Center Officers 3
Clerks 27
Second Base for
Signal Center Officers - 3

Clerks 27

Unspoecified Pool
Clerks 49

The Signal Center having made no immediate provision
for the| jor for unoccupied
| [also edds to its pool:

Clerks 5

Clerks 5

(none)
(nons)
(none)25x1
(none)
(none)

25X1

25X1
(none) *
(none
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5, Far Last

‘ geo Abtachment D on Far East. Plans include re-
25X1 orientetion on & base | | end a

very extensive development in\ \ 25X1
In order not to repeat our present deplorably
inadequate performance in the Far RHast, we Add?'l No.Present
should recruit for the Far East: Required I/O
Radlo Officers 4 (none )
Crypto Control Officers 2 (rone)
Signal Center Officers 4 (none)
Operator Technicians 47 (none)
Code Clerks 62 (none )
25X1 6. Treining, Briefing, and Coordination
25X1 | | ;
Qperations are actually being mounted now in these
countries, Required:
25X1 ‘
' Radio Offiocer 1 (none)
Crypto Officer 1 (none)
(also serving Greece) B
25X1 |
Radio Officer 1 (nore)
Technician 1 (none)
These two men are suppoeed to handle '
all plsnning, coordination, briefing,
training, as well as a monitoring
program., The figures are put down
P here under the assumption that emer-
: gency help may be obtained from MECA
25X1 o
2
X1 7. Additional Crypto Combrol Support for[::::::]Basez
Cryptographic Control Officer 1 (none)
Crypto Aide 1 (none)
25X1 . 8., Crypto Confrol‘ ‘
. rypto Aide 1 (none) *
- [9TAL ADDITIONAL - 1950-1951 ' 301 25X1
“+ 9, Washington Departmental -
i Manufacturiang Section
25X1 Cereful investirn.= = of[:::::::kquipmant4q&vaﬁﬁages

during the World T..r —-~-%lighed that w¢.were’

50 e
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suffering {rom & severe disadvantage resulting
from our practice of i .ming out small contracts
to commercial factories who could not be made to
understand our needs without zrave security
breaches, end =lso resulting in a multiplicity
of models which nlaced en unreesonable burden
on our field officers responsible for treining
and preparing forsizn language instructions, It
has, therefore, been recognized by everyone that
we should undertske some of our owa manufactur-
ing vhich we can do at less cost to the Governe
ment since coumercial firms charge exorbitantly

. Sanitized Copy Approved for Release 2010/02/22 : C|A-R@4-00499Rooo700090005-6
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on small orderss Add®l.Nos Prezsnt
' Required  T/0

Engineers J . 4 (none)
Engineering Aides 4 (none)
Machinists 4 (none)
Lechinists Aides 2 (nione }
Clerk 1 (none)

Operations Staff

Estimates for 1949 call only for filling im=

mediately urgent officer slots in training and

selection of persomnel and radio net administra~

tions Clerical help, which does not have to hsve

speclal qualifications, are not listed under

urgent, but are listed below, vogether with

additional technical help:
Radio Technicians ' 16 (2)
Clerks 15 (3)

Washington BRase Radio Station

Present T/b is considered adequate if one officer

is added to make it possible to secure proper

adninistrative persomnel for both receiver and

transnitter station.
officer 1 (1)
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Cryotogrep hy

Signal Security Control Section, QOffice of Chief

To provide nscessary additional staff to handle Add*l No,., Present
increased work'load: Required 7/0
Officers _ 2 (2)
Aide 1 (3)
25X1
Q fficers 2 {none)
Aides g ’ 4 {none)

B

Cryptographic and Signal Security Training:
Officers _ 6 (none)

Procurement, Distribution, amd Accounting for
Ciphers,and Traffic Statistics: ’

{noune)

Officers
(none)

Aldes

@ Ut

Signal Céﬁter, Teshington

To handle very much incresased VWashingbon traffic
end to provide security segregation for QS0
traffics

Officers
Typists
Lditors
Code Clerks : 1
Teletype operators
Traffic Control Clerks

(74 & 11
blocked)

RO WP

‘TOTAL ADDITIONAL DEPARTNINTAL - 1950-1951 115

R
- 3

v,
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¥OTZL» The above listing does not include all present Communi=
cations activities and personnel. It-reflects only those for
which increases sre regquired. The total of the figures in
parenthesis will therefore not beleance with the total gf 214
stated in the text,

i h‘@.':ﬂﬁ

Sanitized Copy Approved for Release 2010/02/22 : CIA-RDP84;00499R000700090005-6



N I

Sanitized Copy Approved for Release 2010/02/22 : CIA-RDP84-00499R000700090005-6
. v . . .......:—;, v ‘

V, LALIDRIND AND PACILITING REQUIRD.HNTS

i, Zxoenditures for Equipment (1949-1051)

411 receivers and transmitterS.ecececccecssoesob,315,000,00
Wive radio stations, Class A, @3313,600¢000e09e 1,568,000,00
140 radio stations, Classes EsCyDieesessascess  171,000.00
Special Containers and Alr packaging

for ¢lasses B,CgDno..n!!...o'...‘Q. 65,000.00

© Special Conteiners for two large flying bases
plus installationeeseea 326,000,00
B7 5442 ,000,00

Less equipment on hand end
useable for same DUrPOSGSesssssssns 635,900,000

GRAND TCOTALscoosseeiB,806,100,00

2. Leese of Commercial Transmitten
Lease of commercial transmitter and

keying lines........-.-.....-....-....o.... $2,500.00
(per month)

S Training Area

A training area capable of handling 75 students with
segregation of Cleared and Uncleared Personnel.

25X1
| ' Assistant Deputy
. Spscial Operations

ATTACEMENTS A s

o Qw

r
’ o
v
s L.
e . e ¢
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8 November 1948

MIMORANDUM
TO: Chief, CC4:0.

SUBJECT: Estimate of Operations Requirements for Communications.

l. The attached revresents a fair estdimate of present and
vrojected Operations commitnents and the CAMO requirements that
they entaill. -

2. Operational programs are grouped in order of relative
priority under three classes of urgency: DIamediate, Pending, and
Tuture Projects. All programs listed have been discussed in detail
with CCG3I0 officers either directly or in the course of a series of
meetings held recently with the various Forelgn Branches.

: 3.  Other Operatlons requirements relevant to COMMO, such as

| electrical surveillance, eguipment for support stations, and research
5 ané development, are not included in this paper. They will be covered
in subsequent studies,

25X1

Attachment
Tstimate of Cpers.
Reqmts. for Commu-
nications.

s

£ T oy T VY PI o,
SECHE S
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A, Zroansion of 0G0 facilities

-’/

1. Agent circuits,

a. Zreparation and handling of from active agent circuits.
w )

—
¥

) Training and preparation of agent personncl.
) Traffic hendling.,

. Target areas:

3. Increase in staff communications* traffic.’

B. Imeregency COM

"0 Base outside Turove.

1. One base to be established initially.

z. For use in case CCMMO baso{::::::::::]b6001es inoperative.

L3

Ny
.

Salvage*®

*Definitions:

1

b. Location in| |area recommended.

\circuits.

Salvage - Reorientation of existing 1nte171ronoe circuit to work into

enmergency bese, in case the base with which it is in contact becomes inoperative.

3. Shiafl corrunica

ions - Administrative and oaeratlonal trafilc, in contrast To

acznh traffic.
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D. Field survey-of North-Last Asia.

l.

o

Survey of communications requirements at stations in North-Fast Asia:

First-hand appraisal of technical communications requirements of:

2. Operational plans in area.
b. Evacuation and Salvage plans

Preparation for coordinated COMMO organization throughout North-East
Asia,

Appointment of chief CGRI0 officer‘

¥

e

o

COM0 reguirements for the Base.
Selection of COMMO personnel for training and operating purposes.

F. "Blind® Broadecast Transmitter to Zurope.

Setablishment of transmlttor in U.S. to broadcast continuous "blingt
signals to Zurope:
Ee To eoteblish permanent CIA transmitter for ultinate use in

activating agent circuits.

b. For testing effectiveness of U.S.-to-Turope cormunications.

¢c. Tor morale purposeg,

25X1

_2_. EEP e d

Sanitized Copy Approved for Release 2010/02/22 : CIA-RDP84- 00499R000700090005 6
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sovablishnment of Main COM0 organization for Far Kest.

1. Main CCR20 Rase

a. For agent cormmunications throughout -

b. Base for stockpiling COMO equioment.

2. TFar Zast CO2I0 organization.

a. lHeaSquariers at Main Base

Da tﬂer bages -

c. Division of agent traffic responsibilities between Main Base and
other bases.

d. Coordination of staff cormunicabions traffic.

¢. Adequate facilities for agent training and preparstion.

L

Uperstions:

3.

. .

he Expansion of staff communications facilities.

Operations

1. Communications officer‘

a. To traidE::::::}taff pergonnel.

b. To supervise training and preparation of agents,

2. ZEstablishment of internal communications for Directorate,

-3 .
C? 2‘:‘! s
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iI, €. 3. Prevarction of agent operations into target arcas.

a. rClsnning commmunications vrocedure.,
i a

25X1 De 5
25X1 /. Prevaration of circuits and salvage planning.
25X1 D. Ome
Training and preparation of possible agents and radio eperators to be

25X1 infiltrated
25X1 Z. Overations with|
25X1 1. Technicsl coordination of communications plans of the

: services.
25X1 2. Preparation oﬁ ‘and salvage plans.

g ATt mmon | . | 25X11

Y. Alternate Tmergency Base oulside

i R '

i 1. Preparation of alternate base separate from principal CQAMO base

f recommended in I, B above:
25X1 a. To handle non-U.8, agent circuits of salvage

: nature in interim perlod inmediately follow1nﬁ outbreak of emer-

gency conditions.
be. Unlike principal CCMMO base, to be avallable to non=U.S. technical '
personnel.

2s Phis base is to has nsed 1ntil eanarate nmn‘nmen‘b can be provj_ded for

25X1 which will require them.
q

25X1 G.__Fmergency Planning

» 1. Coordination of signal and overatine plans.
25X1 2. Prevaration for comuplcatlon\ |aren
25X1 3.

i. Ieorientation of }iddle Rast Communicetions (MECA).
25X1 L. Alternate, geor—franmcally more secure, base location‘
2. Alleviation of persomnel shortege.
IIY. FUTURE PROJECTS.
25X1 A | Overations.’ ‘ .
25X1 1. Support \ \of target areas.
25X1 2. Salvage and | |
25X1 .
_4..
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1. wdic—cquinned agents - up to 5 cireuits.
2 .1 base station,
Ea Coorations in
1.
Wivh further deterioration of the situation‘ mnay
becene the center of Southeast Asia oneraticns. Possibly cooperative
arraagenents will bhe nepgotiated witﬂ \who have wor-tine
troined radio operators, also equipment.
2
. Pogitive and\ operations contennlated.
b. Planning still tentative. 4 ;
.1 ’
n
- "

2. Training of personnel and cocrdination of plans.

Fal

G, Imergency stafl communications base

H. Acditional Comrunications Dases:

2. ToO cover‘
e For - Ppre-hostilities as well as war use.
2. |
Auwxiliary base for European circuits and agent operations.
-
3. ]
Aedliary war-time base for circuits.
IC
K. operationg -
Qe

b. Some recruiting of communications persormel now under way

covernment,

) . -5:-. . f ‘ol
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ar
Lia

25X1

Torward tage

-’

. Crerstions to target area.
Jo  Stafl commmnications point.

N o)

Le To cormect the following stations:
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Mter-gtation encrgency cormunications in Southeast Asia.

2. Staff communications traffic.

Sanitized Copy Approved for Re.lease

b

2010/02

/22 : CIA'RD'Pé&'00499R000700090005'6

%



e s

.« = Sanitized Copy Approved for Releéée 2010/02/22 : CIA-RDP84-00499R000700090005-6

‘ ATTACIDTENT B
PRACTICAL CALEINDAR

NG DATE DESCRIPTION COWPLETION DATE

Secember, 1948 Set up recruiting principles, pro-
cedures, and machinery, end remove
vrocessing bottlenecks. Required
in COML0 - 3 slots. December, 1948

Jeausry, 1949 Recruiting for DMLEDIATE only, for
both Cverseas and Washington support,
and establishment of slots (to insure
flexibility for both IMMEDIATE and -

: PENDING.) : June, 1949

25X1 CLasery, 1949 Survay[:::::::]base sites., If further

fovoreble answers are received frém
25X1 l _ | with reference
; it will also be necessary to survey
this site. Januery, 1949

Januery, 1949  ° Stockpiling of meteriel for IMJAEDIATE,
PHNDING, and FUTURE, which can be both
more efficient snd more economical if
authorized en measse on & basis of three
years' needs, or to sn extent sufficient
to provide skeleton materiel for the
Pirst six mouths of hostilities. Under
FUTURE, however, ro materiel should be
stockpiled which 1s likely to become
obsolete within ten years. . January, 1952

Pebruary, 1946 Liind CW broadcast btransmitter to
maintein one-wey communications with,
and thus control over, agents in case
of the severance of other snd non=-
: electrical communications, prior to
25X1 building of] land Atlantic
3 basese . February, 1949

S gtruct one or more flying basese.

Juns; 1949 Train base station operators. Con-
25X1 Construct one| | base. - Decerber, 1949

25X1 Construction of[:::::::jBase for

Par Bast Decerber, 1949
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D
ROFIENING DATE DESCRIFTION : COMPLETION DATE
June, 1849 Packeging stockpiled equipment for
small stations, etc. December, 1949

First significant ‘acceleration of
treining, briefing, and coordinating

activities overseas. . Decomber, 1949
Janusry, 1950 Dispatch of persommel according oo
priorities as they then appear, June, 1850

COSCLUSION: According to this program, most IMMEDIATE demands can be

roascnably well met by June, 1950, The most significant date is, howe
ever, June 1945, when on the basis of personnel on hand for training,

commitments could begin, _
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